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This guide explains how to set in read mode your Raspberry Pi 3, running the latest Raspbian Jessie
(January 2017). This feature is useful to avoid SD card data corruption in case the power supply goes
down when Raspberry is writing on the SD card. During run-time, the root folder is overlaid, therefore
the programs will run normally, thinking that they are writing on the Micro SD card, while in reality
they are writing in RAM memory.

First of all, write Raspbian Jessie (Lite) image on the Micro SD card, using Win32 Disk Imager.

%2 Win32 Disk Imager - O Pt
Image File Device
|D:fRaspberry FifI50s/2017-01-11-raspbian-jessie-lite.img | [G:y] -

Copy | (] MD5 Hash:

Progress

1 3%
version: 0.9.5 Cancel Read Write Exit

10.0768MB/s

Insert the Micro SD card and connect: HDMI monitor, USB keyboard, Ethernet and Micro USB power.




Log-in (user: pi, password: raspberry).
sudo raspi-config

on fuahi nDHSDHS-
g on D-Bus
heached target Socke
Reached target Timers,
Reached target Bazic

g from /bootros_config. json. ..
ze the root filesystem to rill partition...

Starting dhcped on all interfaces. ..
Starting Regular background program processing daemon. ..
Started Regular background program processing daemon.
Starting Regenerate SSH host keys. ..
Starting Configure Bluetooth Modems connected by UART. ..
Starting Login Seruice. ..
Starting LSB: Autogenerate and use a swap flle...
Starting LSB: triggerhappy hotkey daenon
Starting Auvahl mDHS-/DNS-SD Stack.
Starting D-Bus System Hezsage Bus...
Started D-Bus System Message Bus.
Started Auvahi nDNS/DNS-SD Stack.
Starting System Logging Service...
Started Configure Bluetooth Modems connected by UART.
Started L3B: triggerhappy hotkey daemor
Starting Load-Save RF Kill Switch Status of rikilll...
Starting Bluetooth service...
Started Load-Save RF Kill Switch Status of rfkilll.
Started Login Service.
Started System Logging Service.
Started Bluetooth seruvice.
Reached target Bluetooth.
Starting Hoztname Service. ..
Started dhcpcd on all interfaces.

1 Reached target Network.
Starting setcorc.local Compatibility. ..
Reached target Metwork is Online.
Starting LSH: Start NIP daemon. ..
Starting Permit User Sessions...

1 Started Hostname Service.

address is 2407 :c000:Z200:3b00 :e425 :cd%: 1600: 7a54

1 Started setesvc.local Compatibility.

1 Started Permit User Sessions.
Starting Hold until boot process finishes up...
Starting Terminate Flymouth Boot Screen...

GMU-Linux 8 raspberrypi ttyl

raspberrypl login: pi
assword :

Pi A
Linux raspberrypi 4.4.34-u7+ 8930 5P Wed Nou 23 15:20:41 GNT 2016 armu?l

The programs included with the Debian GMUCLimux system are free software;
the exact distribution terms for each program are described in the
Individual files in susresharesdocs= copyright .

Debian GMU/Linux comes with ABSOLUTELY MO WARRANTY, to the extent
permitted by applicable law.
pli@raspherrupi:™ 5 sudo raspi—config

Expand file system

2 Change User Passuord

3 Boot Options Conf

4 Internationalisation Options Sef
era En

ip language and regional settings to match your location
Cane ra

able this Pi to work with the Raspberey Pi Cane:
Configure overclocking for your Pi

? Advanced Options Configure advanced settings

B fibout raspi-confiy Information about this configuration tool

Select> Finish




Activate SSH and deactivate Serial.

y i Softuare Configuration Topl (raspi-confiy)

Ouverscan You may need to configure overscan if black bars are present on display
Hostnane Set the visible name for this Fi on a netuork
Hemory Split Change the amount of menory made available to the GPU
SSH Enable/Disable venote command Tine access to your Pi using S
EnablesDisable graphical remote access ta your Pi using RealUNC
Enable/Disable automatic loading of SPI kernel module (needed for e.y. PiFace)
EnablesDisable automatic loading of 1ZC kernel module
Enable/Disable shell and kernel nessages on the serial comection
Force audio out through HDMI or 3.5nn jack
Enable-Disable one-wire interface

Select>

Find Raspbery Pi 3 IP address, using, for example “ifconfig”, and then reboot. Alternatively, you can use
also “Advanced IP Scanner” from your PC.

3 Advanced IP Scanner - O x

File Actions Settings View Help

scan | |1 | || | IP © Pz 3

Status Name IP Manufacturer MAC address
L b 192.168.0.12 H 7
L b 192.168.0.15 ( 1
E- raspberrypi 192.168.0.16 B&:2T:EB:C5:AB:3C

4%, 3 alive, 0 dead, 0 unknown [l




Connect to the Raspberry via SSH, using Putty.

@ PuTTY Configuration ? 4
Category:

=g Sgssion Basic options for your PuTTY session

: Ton I_.oglging Specify the destination you warnt to connect to
Tﬂ}é;:board Host Name (or IP address) Port
- Eell [192.168.0.15 |[2 |
- Features Connection type:

= Window (ORaw (O Telnet (O Rlogin @ SSH (O Serial
Appea!ance Load, save or delete a stored session
- Behaviour
.. Translation Saved Sessions
.. Selection | Pi_default |
Colo.urs Default Settings =

= Connection NAS
- Data Fi
B Pi_defaul Save

o Test
- Telnet & Delete
- Rlogin
+- S5H
""" Seral Close window on exit:
) Aways (O Never  (®) Cnly on clean exit

About Help Cpen Cancel

Click on “Open” to connect to your Raspberry.
&

PuTTY Security Alert

WARNIMNG - POTENTIAL SECURITY BREACH!

The server's host key does not match the one PuTTY has
cached in the registry. This means that either the

server administrator has changed the host key, or you
have actually connected to another computer pretending
to be the server,

The new rsa2 key fingerprint is:

ssh-rsa 2 =f
If you were expecting this change and trust the new key,
hit Yes to update PuTTY's cache and continue connecting.
If you want to carry en connecting but without updating
the cache, hit Mo.

If you want te abandon the connection completely, hit
Cancel. Hitting Cancel is the OMLY guaranteed safe
chaoice.




User: pi, password: raspberry.
B pi@raspberrypi: ~ - O X

Now we are ready for typing commands. First of all, update apt-get repositories.

sudo apt-get update

2P pi@raspberrypi: ~ - a X || #® pi@raspberrypi: ~ - O b




The following part of the guide is taken from:
https://www.raspberrypi.org/forums/viewtopic.php?f=63&t=161416

sudo bash

cd /usr/share/initramfs-tools
nano hook-functions

Press CTRL+V and CTRL+C until you reach this part (line 528). Add overlay. Press CTRL+X and then Y to save.

| 2P pi@raspberrypi: ~ - O X

GNU nano 2.2.6 File: hook-functions Modified

cd /usr/share/initramfs-tools/scripts

cp local overlay

cp -rp local-premount overlay-premount
nano overlay

Search for “local_mount _root()” by typing CTRL+W and “local_mount_root”. Comment the following 3 lines, by
using “#”, to force read only.

| EP pi@raspberrypi: ~ — m} ke
GNU nano 2.2.86 File: overlay Modified




Substitute the following part. The complete code should look as following.

# if [ "S{readonly}" ="y" ]; then
roflag=-r

# else

#  roflag=-w

# fi

# FIXME This has no error checking
modprobe S{FSTYPE}

checkfs S{ROOT} root

# FIXME This has no error checking

# Mount root

mkdir /upper /lower

if [ "S{FSTYPE}" I= "unknown" |; then
mount S{roflag} -t S{FSTYPE} S{ROOTFLAGS} S{ROOT} /lower

else
mount S{roflag} S{ROOTFLAGS} S{ROOT} /lower

fi

modprobe overlay

mount -t tmpfs tmpfs /upper

mkdir /upper/data /upper/work

mount -t overlay \
-olowerdir=/lower,upperdir=/upper/data,workdir=/upper/work \
overlay S{rootmnt}

Save and exit (CTRL+X and then Y).
uname -a

The screen will reply with something like:
Linux raspberrypi 4.4.34-v7+ #930 SMP Wed Nov 23 15:20:41 GMT 2016 armv7| GNU/Linux

Then, run the commands:

update-initramfs -c -k 4.4.34-v7+

It will require some time, like 1 minute. At the end, you will see a message like:
update-initramfs: Generating /boot/initrd.img-4.4.34-v7+

cd /boot
mv initrd.img-4.4.21-v7+ initrd7.img

The yellow parts in your command should be according to the message info received from Raspbian.



pi@raspberrypi: ~ — O X

It is now time to enable the initramfs. If, after making the following changes, your Pi fails to boot, turn
the power off, remove the SD card, and mount it in a working computer. Simply revert the changes to
config.txt and cmdline.txt described below and your Pi should work normally as before. The reversion
can even be done using a Windows PC as the /boot partition is FAT formatted.

nano /boot/config.txt

At the end, add the following. Then, save and exit.

kernel=kernel7.img

initramfs initrd7.img

pi@raspberrypi: ~ - O X
GNU nano 2.2.6 File: /boot/config.txt Modified |~




nano /boot/cmdline.txt

Add “boot=overlay”. Then, save and exit.
EP pi@raspberrypi: ~ - O X
GNU nano 2.2.6 File: /boot/cmdline.txt Mpodified L

[ Read 1 limne ]

3 [~ = s [~ 3

- - e e . -~ v

Restart your Raspberry Pi by running:
sudo reboot now

Or

sudo shutdown -r now

After restart, in order to make sure that the overlay is working, type the “df’ command. It should show
a similar message.

B pi@raspberrypi: ~ - O x




If you want to check that the read-only is working properly, you can create a file, for example with
“touch” command. After rebooting, the file will not be present.

touch test file

In the future, in case you want to update your system, or make it writeable again, all you have to do is
to remove the “boot=overlay” from the /boot/cmdline.txt.

sudo nano /boot/cmdline.txt

#

GNU nano 2.2.6 File: /boot/cmdline.txt Modified ([~

Save, exit, and restart. At next Power On, you Raspberry will be writeable again. You can double check
it by typing “df’ command. “overlay” should not be shown. Now, for example, you can install new
programs and run updates (sudo apt-get update).

EP pi@raspberrypi; ~ - O x




